
Tuesday, January 26, 2021

This incident report summarizes the CtrlPrint Service outage that  occurred on 
January 19 and 20, 2021. We understand this service issue has  impacted our 
valued users, and we apologize to everyone who was  affected.

Issue Summary
During the time period beginning 16:16 CET on Tuesday the 19th and ending 16:30 Wednesday 
the 20th, the CtrlPrint Service  experienced a series of service disruptions. On four occasions dur-
ing this time period, the system was completely inaccessible. During other times users may have 
experienced that the system was  slower than usual, or that pages had to be reloaded to load fully. 
The root cause of this outage was a configuration setting that limited the number of server system 
resources, causing the system to be unable to fulfil user requests.

We experienced no data loss, no data corruption and no data leakage during the incident.

Root Cause
The root cause of the issue was a server setting having an effect on the total number of 
 simultaneous requests that could be handled by each application server.

Root cause context
CtrlPrint annually experiences an increased usage during the January–March period, and even 
though we calculate the anticipated usage load and behaviour in advance, it has been more diffi-
cult this  season, as we moved from the old CtrlPrint ASP version to the new CtrlPrint Next version. 
Not only did we change the user interface and underlying backend, but we also shifted the tech-
nology used to host the service. During the previous years, whilst we were  running the old and new 
solutions side-by-side we gained a lot of experience, but this year, the entire usage was moved to 
the new solution.

What caused the issue
The increased usage load exposed a weakness in our configuration, the amount of user requests 
reaching the backend exhausted a server resource called file descriptors. The file descriptors are 
used by the server to handle incoming traffic, as well as to handle database requests made by the 
application server to the backend database. The default setting used in our setup was not enough 
to handle all the combined requests. Once the amount of incoming user requests exceeded the 
number of available file descriptors, the server stopped responding to any more requests. New 
 requests were either queued or cancelled completely.

Not resolved by auto scaling
To handle an increased server load, we employ automatic scaling on our application  servers. 
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 Basically, this is intended to increase server capacity as the demand increases. The events 
 triggering the scaling are based on CPU and memory usage measurements. Once our service health 
check started failing, the automatic monitoring system alerted us to the circumstances, and the 
failing application server was automatically replaced by a new instance. Since neither the CPU 
nor the memory usage was high enough to trigger the auto scaling, the current workload was still 
shared between the same number of servers. This meant that the auto scaling rules were  never 
triggered, and it was only a matter of time until the fresh application server instance started 
 failing again, due to the continued number of incoming user requests.

Remediation
The remedial actions were initiated at 17:20 CET on January 19, after initial error verification 
and  investigation. The first action was to implement database logic improvements to solve the 
 indicated erroneous behaviour by the database. This however did not solve the root cause of the 
issue and did not restore system stability. The actions taken from 14:46 until 16:30 on January 20 
did finally restore system stability.

The issue was finally resolved by increasing the number of available file descriptors, and thereby 
allowing the system to handle a larger number of simultaneous requests.

Corrective and Preventative Measures
In the days following the incident, we have conducted an internal review and analysis of the 
 outage. We are taking the following actions to address the underlying causes of the issue, and to 
help prevent recurrence and improve the response time of the Operations team:

  » Expand our current monitoring
  » Improve searchability and discoverability of our logs to improve troubleshooting
  » Review our current production setup and configuration checklists
  » Improve stress testing

We view this incident very seriously and understand that you as a client must be able to fully rely 
on us being available and online, whenever you need us. We have learned many important lessons 
from this that will improve our service and make us stronger as a provider to earn your continued 
trust.

Many thanks for your patience and your confidence. Please feel free to contact us if you have any 
questions at all or want to set up a meeting with us. You find our contact details here.

Sincerely,

Andreas Schyman
Chief Technology Officer, CtrlPrint
andreas.schyman@ctrlprint.net 

https://web.ctrlprint.net/contact/#overlay-3422

